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Congress passed the E-Government Act of 2002 to encourage the use of Web-based Internet applications or other information technology by
Government agencles, with the Intention of anhancing access to government information and services and Increasing the effectiveness,

efficiency, and quality of government operations.

To combat public concerns regarding the disclosure of private information, the E-Government Act mandated various measures, including the
requirement that Federal agencles conduct a Privacy Impact Assessment [PIA) for projects with Informatlon technology systems that collect,
maintain, andfor disseminate “personally Identifiable Information” of the public. Perscnally identifiable information, or "personal Information,” Is
Information that may be used to Identify a specific person.

The Privacy Act and VA policy require that personally identiflable Information only be used for the purpose(s) for which it was coflected, unless
consent (opt-in) is granted. Individuals must be provided an opportunity to provide consent for any secondary use of information, such as use of
collected information for marketing.

Directions:
VA 6508 is the directive which outlines the PIA requirement for every System/Application/Program. More information can be found by reading VA
6508,

i you find that you can't click on checkboxes, make sure that you are: 1) Not In "des!gn mede® and 2) you have enabled macros.

Reles and responsibilities for the specific process are clearly defined for all lewels of staff in the Privacy Impact Assessment Handbook 6202.2
referenced in the procedure section of this document.
a. The Privacy Officer 1s responsible far the overall coordination and review of the PIA to ensure compliance with VA Handbook 6202.2.

b. Aecords Officer Is responsible for supplylng records retention and deletion schedules.

¢. Information Technakogy (1T} stall responsible for the privacy of the system data will perform a PIA In accordance with VA Handbook 6202.2
and to immediately report all anomalies to the Privacy Service and appropriate management chain.

d. Information Security Officer {150) is responsible for assisting the Privacy Officer and providing information regarding security controls.

westems ennfdinatine with the Privace Offierer Information Seeorite Offieer and athers wha have raneeras ahaig arbeacy and wecoritv ikuaee and



e, The CIO is responsible for ensuring that the systems under his or her jurisdiction undergo a PIA. This responsibility includes identifying the IT



systems; coordinating with the Privacy Officer, Information Security Officer, and others wha have concerns abouwt privacy and security issues; and
reviewing and approving the PIA before submission to the Privacy Service.

Definition of Pll {Personally Identifiable Information)

Information in identifiable form that is collected and stored in the system that either directly identifies and indnadual by name, address, soclal
security number, telephone number, e-mail address, blometric identifiers, photograph, or cther unique numbers, codes or characteristies or
combined, indirect indentify an individual such as a combination of gender, race, birth date, geographical indicators, license number 15 also
considered Pil.

Mocres Must Be Enabled on This Form
To enable macros, go to: 1) Teoli> Macros > Security - Set to Mediwum: 2) Click OK: 3] Close the file and when reopening elick on Enable Macros at
the prompt.




(FY 2010) PIA: System Identification

Program or System Name: VISN 2 PBX - R4 N2 PBX PIA

OMB Unigue System fApplication / Program
Identifier {AKA: UPID &) 029-00-02-00-01-1120-00

VISN2 PBX systems provide
voice communication
support and
telecommunications to each
site essential for mission
critical operations. Five of
the skx medical centers in
Lipstate NY's Health care
system utilize the Avaya
manufacured PBX switch
with the Gth site, Buffalo
utilizing a Slemens switch.
These systems are
mainatined by the VISN 2
telecomunications IT team
and vendor support.
Systems include
cannections to all

associated CBOCs and all
encompassingaf features
such as call center

Description of System / Application / Program: managemen and voice mail




Facility Name: Albany Stratton VAMC

Privacy Officer: Antoinette Smith 518-626-5603 _Anoinetie Smith@Eva gov
Information Security Officer: Cynthia Brown 518-626-6242 Cynthia Brown24@va gov
Chief Information Officer: Mike Mullahey 51B-626-6260 Mikn Mullahe i
Person Completing Document: Cynthia Brown 51B-6266242 Cynthin Brown2d @va gov
Other Titles:

Other Tithes:

Other Titles:

Date of Last PIA Approved by VACO Privacy

Services: (MM/NYYYY)

08/2008

Date Approval To Operate Expires: 08/2011

What specific legal authorities authorize this Titke 38, United States Code,

program or system:
What is the expected number of individuals

that will have their PIl stored in this system:

section 7301(a).

0

Identify what stage the System / Application f
Program is at:
The approximate date (MM/YYYY) the system
will be operatianal (if in the Design or
Development stage), or the approximate

number of years the

Operations/Maintenance

system/fapplication/program has bean in

operation.

11 years

Is there an authorized change control process
which documents any changes to existing

applications or systems?
If Mo, please axplain:

Yes

Has a PIA been completed within the st three

years?




Date of Repart (MM/YYYY): o05/2010

Please check the appropriate boxes and continue to the next TAB and complete the remalning questions on this form.
™ Have any changes been made to the system since the last PIA?

—

' lsthis a PIV system/applicationfprogram collecting Pl data from Federal employees, contractors, or others performing work for the VA?
™™ Wil this system/application/program retrieve information on the basis of name, unigue identifier, symbal, or other PIl data?
™ Does this system/fapplication/program collect, store or disseminate PIIfPHI data?

I poesthis system/application/program collect, store or disseminate the 55N?
If there Is no Personally Identifiable Informatlon on your system, please skip to TAB 12. (See Comment for Definition of Pif)



(FY 2010) PIA: System of Records

s the dala maintained under one o more approved System(s) of Records?

if the answer above is no, please skip to row 16,

R S e e
For each applicable System(s) of Recards, list:

1. All System of Record Identifier(s) (number):
2. Name of the System of Records:

3. Location where the spedific applicable System of Records Notice may be
accessed (include the URL):

Have you read, and will the application, system, or program comply with, all data
management practices in the System of Records Natice(s)?

Does the System of Records Notice require medification or updating?

15 Pll collected by paper methods?

ts Pil callected by verbal methods?
Is Pll collected by automated methods?

Is a Privacy notlce provided?

Proximity and Timing: Is the privacy notice provided at the time of data collection?
Purpose: Does the privacy notice describe the principal purpese(s) for which the
information will be used?

Authority: Does the privacy notice specify the effects of providing informationon a
voluntary basis?

Disclosures: Does the privacy notice specify routine use(s) that may be made of the
information?



(FY 2010) PIA: Notice

Flrease fill in esch column for the data types sefected.

Data Type Cobection Methed What will the subjects be told about the  How s ths memage How i a
Ieformation collection] onveyed to them otice provided
Veteram of Primary Subiects Persorad
Comtact Irfoemation (rame, Bddr
telephone, etc)
Farrslly Rlation [spowse, children,
parents, Erandparents L ete)

SR InSTSEET
Spgical information
Criminal Begord infarmation
Guardian infpemation
[ducation Irformation
Benefit information
Cither [Exglain|
I8 Sate CoteTIan
B Is Data Type Mered on i m-.n.!_.-i i . 2 Addmisnt
st oncind entity ander pame of sgeney) Vigharetary} Comrmguty

Guardian informatan

Dither | Exglain
Dther | Dplain]
Tther | Explain)



{FY 2010} PiA: Data Sharing
Do they
Mame. of sccess  dentfythetypeofData  IsPor  What is the procedure you
Organizetion Rt this  SaringandiGpurpoie. P reference for the release of
ystem? Shared? nformation?

gl e

UFLRaT Prophet | Systhm
Other Project / System
Other Project / System

{FY 2010} PIA: Access to Records

Dors the yyitern gather information
froem another systern?

Per responses in Tab 4, does the pystem
gather information from an ndhvidual?

Describe process for autharizing access

F Through 8 Written Regusest
[ Submitted in Person

I Dnfine via Clectronic Form

if information Is gathered froman
Individuad, 15 the information prowided:

Is thete & cantinge noy plan in place to
procen information when the ritem
down?

(FY 2010) PlA: Secondary Use

Will Pl data be included with sy
secondary wie regueit?

™ Drug/Acohol Courneling T Wil Health FHIV
M yes, pleate chek ol that apply: [ Remearch [ SlekleCell o :
Lo thi dale.
P T




(FY 2010) PlA: Program Level Questions

Does this PIA form contadn any sensithve Information that could cause harm to the Deparimient of Veteram
Affalrs or sey party If dlaciomed to the pulbiic?

W ¥es, Pleaue Specify:

Expiain how collected data are Bmited to required slemerts:
Answer:

How b5 data checked for compietenes?
Anpwar;

What steps o procedures are taken to ensure the data remalins current and not out of aate ¥

e
Ewiﬁiﬁﬂi&iﬂ%é&:igﬂ_

Anywern

Adcitions infarmoation: {Priside oy nevrtsory dorifieng infarrmotion or odditiona! explonotion for this
section. )
Anzwer:

{FY 2010) PiA: Retention & Disposal

Wizt is the data retention period ?

Where are thrke procedures dogurmerted?
Anteer:

Eimﬁgamﬂ
Anywer:

Has the retertion schedule been approved by the National Archives and Records Administration (NARA)

ASCEona Injormnaton. {Frvce oy ReCELIONy Do yng FOITanGn o DOCDona) Exguandten Jor R
section )

AnTwer:

{FY 2010) P1A: Children's Online Privacy Protection Act (COPPA)

Wil Information be collected through the internet from chiddren under age 137
it Yies, How will parental or guardian approval be obtabned?

Anywer:
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(FY 2010} PIA: Final Signatures

Facility Mame: Albany Stratton VAMC

[ e e e R e I ‘Nama: : D o PRO B s s EREIE Sy e b e |
v_..“__‘mn... Officer: - Antoinatte Smith | 518-626-5603 Anainetle Smith&wva gov
- / 3 {
{ 4
ettt sdapddde 502510
Information Security Officar: Cynthia Brown | s18-626-6242 _ Cynthia Browngd@va cov

LYNTHRA 2 BRDWN
CH = CYITHIA I BRORWN O & DagrtmggLad, ...I_r_._u_i.ﬂ.._lg W pievans Atwry, imiemal Sl
7313 05 78 07 05 30 DT _Mn.w- - nature

| 51E-626-6212

Chiaf Information Officer: Diana Niemann |
|
o e _
sebians, T hsvneine |
S . | 518-626-6242
Parson Completing Document: Cynthia Brown i Cynthin. Brown 24§dva.gov
CaTHLE F B
CH - SYNTHA T BADIN O - Cupartnes of gl €401 T ) R BIRR o e 518-626-6244
Systemn J Application / Program Manager Jack Galvin - Jack Gawin@va.gov
\\\1\%\»\\ 50110
Date of Report 5/1/2010
OMB Unique Project Idantifier (0 90002 -00-01-1 1100
Region S3VHASVISN

Froject Name 02>ALBANY>VAMCPRX



